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Data is the oil of the digital era.
-Photo Credit: David Perkins
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Data is the oil of the digital era. Think about that for a moment. There was a time in our recent history when oil was the hottest commodity and everybody wanted a piece of its value. It drives so much of our daily routines—gas for our cars, heat for our homes—that it was thrust into a money-making machine. It created monopolies like Standard Oil, a refinery that dominated the production and transportation of oil and triggered a need for regulators to govern its control.  But what if I told you we’re seeing the same thing happen with large data companies? Like oil, data has become a treasure at the core of giants that monetize our activity every day. In fact, according to an article in The Economist, Amazon captures half of all dollars spent online in America, and Google and Facebook accounted for almost all the revenue growth in digital advertising last year. Without realizing it, we’re so engrossed and dependent on our devices and favorite apps that we’re constantly making trade-offs between convenience and privacy. I mean, can you really imagine a world 
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without the answers behind Google’s search engine, the unbeatable delivery on Amazon or the amusement found on your Facebook feed? 



BORING!
Right?
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Boring, right? But these internet conglomerates have crept their way into making a digital trace of our every move—from the time of day we exercise to measuring sleep patterns to estimating our destination before we enter an address into our GPS. These data have forced these companies into fast-growing, lucrative industries.And guess what? It’s your data! They’re collecting this information to learn from….
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YOU! Now what does this mean to you and why does it matter? It means you need to hide your kids and hide your spouse! It means your data is so valuable, and these internet companies can literally sell you. But it doesn’t mean that you have to stop sharing it—truthfully, we share it so that we’re better connected—you just have to guard it and protect it. No matter how you look at it, we’re all data owners. What I mean is, we all own the data we choose to share. But to remain in line with this year’s theme, I want to talk about who we are as data trustees—in other words, those who collect the data and are entrusted with it. If you’re not now, you will become a trustee at some point in your career. As trustees, the time is now to learn how to strike that balance of providing security and protection for the data you collect and providing transparency on data use to those you collect it from. As director of the Public Health Informatics Institute—and while I earned my juris master—I constantly think about these issues and how to navigate through them. Because with asking for data comes responsibility. As data trustees, we have a responsibility to the communities we serve to handle their data with care and caution. To act on this responsibility, there are four keys to consider and ask ourselves before we ask to collect data.



Data Governance 
and 

Access

Loading…
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First, what are the data governance and access rules of the road? Data governance is all about the logistics around how we manage data—how do we collect it, store it, use it and make it available? We have to make sure we follow consistent practices that maintain data integrity and security. Data governance helps us think about the balance between two things: why we’re collecting information and the value we’re getting from it. The way we answer those two questions can guide our choices in the types of data we gather, the way we gather it and our intended use. Just like its value to for-profit companies, data is also valuable for public health purposes: health departments can use it to ascertain early signs of outbreaks, implement the latest interventions, or on a more modest level, improve the quality of patient care. The public health benefits are obvious. How we obtain that data to improve public health is what needs to be examined more closely.Let’s dig a little deeper into this idea of Big Data. How many of you actually take time to read the privacy policy when you download a new app before you press “accept”? 



“I’ll be honest: I’m guilty of that.”
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I’ll be honest: I’m guilty of that. I don’t want to read those long policies—I just want to get to the fun of using the app like many of you, so I just press accept. But do we know what we’re agreeing to—and I mean what we’re really agreeing to—when we press accept? Take a look at this: 



Facebook’s Privacy Policy

“Advertisers, app developers, and publishers…provide 
information about your activities off Facebook—including 

information about your device, websites you visit, purchases 
you make, the ads you see, and how you use their 

services—whether or not you have a Facebook account or 
are logged into Facebook. For example, ...a business could 

tell us about a purchase you made in its store. We also 
receive information about your online and offline actions 
and purchases from third-party data providers who have 

the rights to provide us with your information.”
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Did any of you know this? This clause comes directly from Facebook’s privacy policy. What you’re seeing here is unforeseen uses of your data by way of your consent, whether you knew it or not. Our smartphones give this type of access to data miners: it tells them where we are, when we’re there and what we did. When you make a purchase, you’re saying, “here is my digital footprint—you have access to it.” So when you talk about Big Data and personal choices—transposed upon a population—you can come to know a lot about a person without trying too hard. When we don’t educate ourselves on what we’re consenting to, we’re essentially giving third parties permission to use information about us for whatever research they deem necessary.



Data side

Technical side

SUCCESS!

+
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We as data trustees have an opportunity to lay the groundwork on ensuring our data only goes where it’s intended. Tying this back to public health and our day-to-day work, making sure we have solid data governance policies in place when we seek information helps us to begin viewing data as a strategic asset. What comes into play when we talk about data ethics in this example is that—in the new digital world we live in—we have to make sure we’re doing the right things from the data side and the technical side to protect people as best we can.In the Facebook example, we see a very broad policy that tells us how much of our data they’re collecting, but we don’t see specifics that clearly lay out their data collection processes or intended use.This is a good segue into the second question we must ask ourselves before we ask to collect data: 



Transparency

Loading…
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What is the role of transparency and am I being transparent enough? Data governance and transparency go hand-in-hand. Do we even know all the data we’re probably already sharing? I cannot stress enough the importance of remaining transparent from the moment you ask for data to the moment you prepare it for use. This is a key principle. Transparency really gets at your authenticity as a data trustee and puts a choice back into the hands of the people we’re collecting it from. Being very clear on the data you’re collecting, the purpose of collecting it, what you’re going to do with it, who you plan to share it with and how long you will keep it can make the difference between building trust and staying out of legal trouble. We don’t want to cause harm, so taking small steps like laying out a detailed plan that answers those specific questions can really start us down the path of balancing transparency and knowledge with privacy and autonomy. 



650
MILLION

That’s right: Equifax
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But let’s take transparency a step further: what if you’ve followed these steps, but the data you’ve collected becomes compromised? What should you do? Should you let those you’ve collected from know that their personal information may have gotten into the hands of hackers? Well, if you don’t, you could find yourself on the other end of a huge payday in lawsuit settlements. A large credit bureau recently had to write that check—to the tune of $650 million—when they mishandled their customers’ personal and financial data. That’s right: Equifax. Some of you may remember this ordeal when criminal hackers infiltrated the Equifax servers and gained access to the personal data of over 140 million people. What’s worse is the breach was not announced until weeks after it happened! What do you think happened to Equifax’s reputation, level of credibility and trust? It took a major hit. 



In public health, we want our stakeholders to always be aware of 
potential implications that may come with sharing their data.
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In this example, we see how much weight transparency has on our actions as data trustees. Equifax caused harm to their consumers by not being open and honest about this data breach from the beginning. In public health, we want data owners—those who choose to share with us—to always be aware of any potential implications that may come with sharing their information so that they’re able to make more informed decisions. We also want them to be aware of the kind of information we’re collecting and invite them to have more control in what we do with that data. In this way, transparency is crucial in allowing people to participate in their own health, and it holds data trustees accountable to the terms they set forth. Let’s stick with this Equifax example for a little longer, because their response was only part of the problem. Perhaps the bigger issue was the breach itself. This brings me to the third question you should ask yourself before collecting data: 



Security

Loading…
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What is my plan to keep this data secure and how am I protecting my organization? Equifax uses a third-party tool to support its online dispute portal. Customers access this portal to log issues with their credit reports. A flaw in this web tool is what allowed hackers to access very sensitive data. The issue, however, is that Equifax became aware of this flaw prior to any of the data being compromised and has been criticized for not moving faster to protect customers’ information.



Care for 
and 

protect
data.
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In this example you see how we should care for the data and take immediate actions to protect it. Oftentimes, people share information about themselves with the assumption that the data set is large enough that they won’t be identified. But because of the volume of data shared on Facebook, Instagram, Twitter and even in open-source data sets, there’s always the potential to be re-identified. 



Presenter
Presentation Notes
This actually happened during a study that involved Chicago’s homicide database. Sensitive data that government agencies, hospitals and other organizations collect are sometimes released to the scientific community for statistical analysis. To avoid causing embarrassment or harassment, personally identifiable information is stripped from this data. Researchers from the Massachusetts Institute of Technology compared a de-identified data set that contained information about Chicago homicide victims with records in the Social Security Death Index—an open-data source—and were able to re-identify names with 35 percent of the victims. Here is an excerpt taken from this study: 



The amount of personal information collected should be 
enough to raise privacy concerns. However, the real 

problems arise when we begin to consider the 
availability of all of this information…Over the years, 
there has been a noticeable trend in making more 

databases available online, as well as offline, because 
of the ease of data transfer that it allows. Some states, 

such as Texas, have their birth and death registries
online, medical data, including hospital discharge data, 

is readily available, and even health and criminal
records are accessible. 
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As data owners, we have to pay attention to what we’re sharing, how much we’re sharing and where. As data trustees, we must be cognizant of this potential to re-identify confidential information about the people we’re collecting from. An authentic data trustee makes his or her subjects aware of this potential so that they can take necessary steps to protect themselves and guard the information they’re sharing.  



Data security is monumental in public health.
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Data security is monumental in the field of public health. On the surface, there’s nothing wrong with actually collecting the data. In fact, we need data to implement public health programs and perform population analyses. Where we have to be careful is how we handle that data to make sure we’re shielding our people’s privacy. Advancements in the role of technology today—from apps to telehealth to patient portals—makes this point even more essential because data is being captured everywhere. Ask yourself, “who needs to see this information and are they a part of the intervention?” “What extra steps do I need to take to keep this out of the hands of those with ill intentions?” Again, doing the right thing from the data side and the technical side to protect people as best we can and keep their data security at the forefront of our collection processes. 
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Public health is at the greatest risk of security breaches because we may not have all the state-of-the-art security technology that helps to ensure data are safe. Think about all the confidential data public health professionals have: we know who may have cancer, who may have syphilis, who may have HIV, and the list goes on. Not only is this data sensitive in itself, but it’s also sensitive from a cultural and social perspective. Think about the cultural and social costs and impact that could come from the wrong person getting his or her hands on that data—what if it was a neighbor or potential employer? So when we talk about data security, it goes beyond the information itself: it means protecting the people from any potential stigmas as well. Establishing the right security barriers puts you a step in the right direction of protecting your organization and people you collect from. So now you’ve asked yourself about data governance, you’ve asked yourself about transparency and security. But as data trustees, we also have a huge social responsibility to the populations we serve. A key theme in my talk so far has been making sure the way we collect and use data avoids causing harm as much as we can. So, the fourth and final key on the list of things we need to consider is…



Characterization

Loading…
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How am I characterizing populations? Are you being responsible in your analysis and characterization? That’s what’s at the heart of this point. If the answer is no, then that could have large, resounding impacts that you may not even anticipate. When I think about population ethics, I think about it from the perspective of representing particular populations fairly and correctly. That includes the words we use in our interpretation of the data. Although we want to use data in very creative ways to improve health outcomes, we have to do so in a way that imposes the least harm.I have a good example of this. Have any of you ever used the website greatschools.org? It’s a national nonprofit that provides parents with information about schools and education with ratings. How does it work? You enter your zip code and the website responds with a list of schools in that district with a rating between one and ten. This all sounds good, right? Because, for those of you who are parents like me, we dream of accessible, convenient information that can help us in making tough decisions like where we should enroll our children in school. But the problem with greatschools.org is that, originally, it oversimplified the quality of particular schools by only using test scores as an indicator, underscoring socioeconomic disparities by giving higher ratings to schools located in more advantaged neighborhoods—because those are the “good” schools.  Let’s take a look (click).



Data shown for Detroit, MI 48202 
taken from greatschools.org

Data shown for Plymouth, MI 48170 
taken from greatschools.org
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The map on the left shows GreatSchools’ data for the zip code we’re in right now—48170 in Plymouth, MI. They have pretty high ratings: mainly seven to nine. The map on the right shows GreatSchools’ data for a zip code in Detroit, MI: 48202. Do you see the difference? School ratings in Detroit are below average: mainly between four and five. Now let’s look at census data that compares these two cities (click). 



“Great” Schools?

-Source: www.census.gov

Plymouth: 
$80,104

Detroit: $27,838

=$10,000
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Look at the huge difference in median income: just under $28,000 in Detroit and just over $80,000 in Plymouth. You can also see vast differences in race, households with internet service, college education levels and people living with disabilities. All of these indicators could have an impact on why particular schools perform at particular levels. GreatSchools soon realized they weren’t being careful in how they presented their data. After receiving criticism from parents for rating schools based solely on test scores, GreatSchools redesigned their system to include additional indicators like equity, income and academic progress, painting a more accurate picture of school quality.I’ll ask this question again: 



“Great” Schools?
Detroit

White African-American Asian Hispanic

Hispanic: 7.6% Plymouth

White African-American Asian Hispanic

-Source: www.census.gov

African-
American: 79.1%

Asian:1.5%

White: 14.1% African-
American: 0.8%

Asian: 3.2%

White: 94.4%

Hispanic: 1.6%
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Look at the huge difference in median income: just under $28,000 in Detroit and just over $80,000 in Plymouth. You can also see vast differences in race, households with internet service, college education levels and people living with disabilities. All of these indicators could have an impact on why particular schools perform at particular levels. GreatSchools soon realized they weren’t being careful in how they presented their data. After receiving criticism from parents for rating schools based solely on test scores, GreatSchools redesigned their system to include additional indicators like equity, income and academic progress, painting a more accurate picture of school quality.I’ll ask this question again: 



“Great” Schools?

-Source: www.census.gov

Plymouth: 86.3%

Detroit: 54.8%

=10%

Presenter
Presentation Notes
Look at the huge difference in median income: just under $28,000 in Detroit and just over $80,000 in Plymouth. You can also see vast differences in race, households with internet service, college education levels and people living with disabilities. All of these indicators could have an impact on why particular schools perform at particular levels. GreatSchools soon realized they weren’t being careful in how they presented their data. After receiving criticism from parents for rating schools based solely on test scores, GreatSchools redesigned their system to include additional indicators like equity, income and academic progress, painting a more accurate picture of school quality.I’ll ask this question again: 



“Great” Schools?

-Source: www.census.gov

Plymouth: 57.7%

Detroit: 14.2%

=10%
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Look at the huge difference in median income: just under $28,000 in Detroit and just over $80,000 in Plymouth. You can also see vast differences in race, households with internet service, college education levels and people living with disabilities. All of these indicators could have an impact on why particular schools perform at particular levels. GreatSchools soon realized they weren’t being careful in how they presented their data. After receiving criticism from parents for rating schools based solely on test scores, GreatSchools redesigned their system to include additional indicators like equity, income and academic progress, painting a more accurate picture of school quality.I’ll ask this question again: 



“Great” Schools?

-Source: www.census.gov

Plymouth: 3.4%

Detroit: 16.2%

=10%

Presenter
Presentation Notes
Look at the huge difference in median income: just under $28,000 in Detroit and just over $80,000 in Plymouth. You can also see vast differences in race, households with internet service, college education levels and people living with disabilities. All of these indicators could have an impact on why particular schools perform at particular levels. GreatSchools soon realized they weren’t being careful in how they presented their data. After receiving criticism from parents for rating schools based solely on test scores, GreatSchools redesigned their system to include additional indicators like equity, income and academic progress, painting a more accurate picture of school quality.I’ll ask this question again: 



“Great” Schools?

ARE YOU
BEING

RESPONSIBLE?
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Are you being responsible in your analysis and characterization of the data you collect? Because once you release something, it’s out there, and the consequences could cause harm on that population. In the GreatSchools example, the data presented could mean less economic investment in those areas with lower ratings. In public health, misrepresented data could mean exposure to new stigmas and subjecting individuals to negative connotations or being ostracized. We never want to culturally isolate specific populations. Sometimes put yourselves in the shoes of those groups and think about what you would want people to say about you and how you want to be represented. It’s not always about being analytical from the hardcore data perspective: it’s also about bringing some personal skin in the game. Remember, we want to bring help, not harm.  



1. What are the data governance and 
access rules of the road?

2. What is the role of transparency? 

3. What is my plan to keep data secure?
4. How am I characterizing populations?
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And there you have it: the four keys to consider and ask yourself before you collect data. What are the data governance and access rules of the road? What is the role of transparency and am I being transparent enough? What is my plan to keep data secure and how am I protecting my organization? Finally, how am I characterizing populations? Collecting data is a powerful thing, but it comes with very real responsibilities. We need to establish our values as a society when we seek after it. In other words, we need to prioritize our need for the data against the harm it could potentially cause once it’s released. Because with public health ethics, we have an obligation to ensure the data we’re collecting will be used for doing good, and to deliver those benefits while causing the least harm we can. Earlier I told you that although we’re all data owners, we also have a role as data trustees. Think about the power that’s in the data you collect. I don’t know about you, but the piece that keeps me up at night is that we haven’t quite figured it all out. All of us who are in the game of Big Data could use some more guidance on following best practices to the best of our abilities. Maybe we all need to come together and build a framework or template that ensures we’re doing the right thing. I don’t have all the answers, but what I do know is that these four keys need to always have a seat at the table when we’re talking about the issues we covered here today. 



Improve your community’s health.
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So as you plot a course through this conference, remember to keep these four keys in your back pocket. I encourage you to push the boundaries—continue to learn and even stumble. But don’t stop sharing or collecting data to improve your community’s health. 



Thank you!
Questions?

Complete


	Slide Number 1
	Slide Number 2
	Slide Number 3
	BORING!
	Slide Number 5
	Slide Number 6
	Slide Number 7
	Facebook’s Privacy Policy
	Slide Number 9
	Slide Number 10
	Slide Number 11
	Slide Number 12
	Slide Number 13
	Care for and �protect data.
	Slide Number 15
	Slide Number 16
	Slide Number 17
	Slide Number 18
	Slide Number 19
	Slide Number 20
	“Great” Schools?
	“Great” Schools?
	“Great” Schools?
	“Great” Schools?
	“Great” Schools?
	“Great” Schools?
	Slide Number 27
	Slide Number 28
	Slide Number 29

